
 

 

 

Experiment 01: Implement and design the product cipher using 

Substitution and Transposition ciphers 

 

Experiment 01: (a) Substitution Cipher 

Learning Objective: Implement and design the product cipher using Substitution Cipher 

 

Tools: PyCharm 

 

Theory:  

Substitution ciphers are a method of encrypting plaintext by swapping each letter or symbol in 

the text with a different symbol, based on a specific key. The Caesar cipher is perhaps the 

simplest and most well-known of these substitution ciphers. It is named after the man who first 

used it. This cipher is also called a shift cipher or a mono-alphabetic cipher, which differentiates 

it from other more complex substitution ciphers. 

In a Caesar cipher, the plaintext is represented in lowercase letters, while the ciphertext is 

represented in uppercase letters. Spaces are added to the ciphertext for readability, but they are 

removed in a real application to make attacking the ciphertext more difficult. Simple substitution 

of single letters separately can be demonstrated by writing out the alphabet in some order to 

represent the substitution. This is known as a substitution alphabet. The cipher alphabet can be 

shifted, reversed, or scrambled in a more complex way to create different types of substitution 

ciphers. 

Mixed alphabets or deranged alphabets can also be used to create substitution ciphers. These are 

traditionally created by writing out a keyword and removing any repeated letters, then writing all 

the remaining letters in the alphabet in their usual order. This creates a unique mixed alphabet 

that can be used as the basis for the cipher. Substitution ciphers have a long history, and although 

they are not as secure as modern encryption methods, they are still used in some applications 

today. 

 



 

 

 

 

Code: 

 



 

 

 
 

Output: 

 
 

Conclusion: After performing the experiment I was able to implement Substitution Cipher. 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

Experiment 01: (b) Transposition Cipher 

Learning Objective: Implement and design the product cipher using Transposition Cipher 

 

Tools: PyCharm 

 

Theory:  

Transposition ciphers are often used in combination with other encryption methods such as 

substitution ciphers to create a more secure encryption. By adding the additional layer of 

transposition, the resulting ciphertext becomes much more difficult to decipher without 

knowledge of both encryption methods. A common method of implementing transposition 

ciphers is through the use of a rectangular grid, where the plaintext is written out horizontally 

and then read vertically in a certain order to create the ciphertext. Other methods may involve 

shuffling the order of words or phrases in the plaintext message. 

 

One of the most famous examples of a transposition cipher is the Rail Fence cipher, which 

involves writing the plaintext diagonally on alternate lines, and then reading the ciphertext 

vertically. This creates a zig-zag pattern that is difficult to decipher without knowledge of the 

exact transposition method used. Overall, transposition ciphers offer a flexible and relatively 

easy method of encryption that can be used in combination with other methods to create a more 

secure and complex encryption. 



 

 

 

 

 

 

 

 

 

 

 

Code: 

 



 

 

 
 

 

 

 

 

 

 

 

 



 

 

 

 
Output: 

 

Conclusion: After performing the experiment I was able to implement Transposition Cipher. 
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Experiment no.2 

 

Aim: Case study on windows and linux commands 

Learning Objective: Students should be able to understand and implement commands for 

windows and linux. 

Tools: Windows and Linux operating system. 

 

Theory: 

1. Ping 

PING (Packet Internet Groper) command is used to check the network connectivity between host 

and server/host. This command takes as input the IP address or the URL and sends a data packet 

to the specified address with the message “PING” and gets a response from the server/host this 

time is recorded which is called latency. Fast ping low latency means faster connection. Ping 

uses ICMP(Internet Control Message Protocol) to send an ICMP echo message to the specified 

host; if that host is available then it sends an ICMP reply message. 

By default, ping commands send multiple requests -- usually four or five -- and display the 

results. The echo ping results show whether a particular request received a successful response. It 

also includes the number of bytes received and the time it took to receive a reply or the time-to-

live. 

 

2. ipconfig 

The ipconfig is a Windows command-line utility used often to troubleshooting computer network 

issues. If you are a Linux user, this utility is similar to ifconfig. This is often used to determine 

the local IP address, subnet mask, the gateway address, and other network configuration of a 

computer. Additionally, this tool is used to refresh DHCP (Dynamic Host Configuration 

Protocol) and DNS (Domain Name System) settings 

While most of the information provided by the ipconfig command-line utility can be found via a 

more user-friendly graphical interface, sometimes that interface may not be available and 

command prompt is your only available option. If you are a help desk technician or a network 

professional, it is recommended that you understand the command-line method of retrieving a 

computer's network configuration, and it some cases, performing network functions. 



 

 

 
 

3. hostname 

hostname command in Linux is used to obtain the DNS(Domain Name System) name and set the 

system’s hostname or NIS(Network Information System) domain name. A hostname is a name 

which is given to a computer and it attached to the network. Its main purpose is to uniquely 

identify over a network. 

 

Options: 

● -a : This option is used to get alias name of the host system(if any). It will return an 

empty line if no alias name is set. This option enumerates all configured addresses on 

all network interfaces. 

● -A : This option is used to get all FQDNs(Fully Qualified Domain Name) of the host 

system. It enumerates all configured addresses on all network interfaces. An output 

may display same entries repetitively. 

● -b : Used to always set a hostname. Default name is used if none specified. 



 

 

● -d : This option is used to get the Domain if local domains are set. It will not return 

anything(not even a blank line) if no local domain is set. 

● -f : This option is used to get the Fully Qualified Domain Name(FQDN). It contains 

short hostname and DNS domain name. 

● -F : This option is used to set the hostname specified in a file. Can be performed by 

the superuser(root) only. 

● -i option:This option is used to get the IP(network) addresses. This option works only 

if the hostname is resolvable. 

● -I : This option is used to get all IP(network) addresses. The option doesn’t depend on 

resolvability of hostname. 

● -s : This option is used to get the hostname in short. The short hostname is the section 

of hostname before the first period/dot(.). If the hostname has no period, the full 

hostname is displayed. 

● -V : Gives version number as output. 

 

4. getmac 

 

The getmac is a Windows command-line utility used typically when troubleshooting network 

issues to retrieve the MAC address, also known as the physical address, of network adapters in a 

computer. The getmac will only able to retrieve MAC addresses (the 6-byte 'burned-in' 

physical/hardware address) of connected adapters. If an adapter is disabled (in Windows Device 

Manager for example), or is not connected to the network, getmac will not be able to retrieve its 

MAC address. 

The getmac is not the only way command-line tool to identify the MAC address of a network 

adapter. The ipconfig utility can also be used for this purpose, along with other functions. 



 

 

 

 

5. arp 

arp command manipulates the System’s ARP cache. It also allows a complete dump of the ARP 

cache. ARP stands for Address Resolution Protocol. The primary function of this protocol is to 

resolve the IP address of a system to its mac address, and hence it works between level 2(Data 

link layer) and level 3(Network layer).  

● -a [hostname] –all: This option is used for showing entries of the specified host. If 

nothing is passed all entries will be displayed.  

 

6. Nslookup 

Nslookup (stands for “Name Server Lookup”) is a useful command for getting information from 

the DNS server. It is a network administration tool for querying the Domain Name System 

(DNS) to obtain domain name or IP address mapping or any other specific DNS record. It is also 

used to troubleshoot DNS-related problems.  

Syntax:  

nslookup [option] 

 

7. tracert 

Traceroute is a widely used command-line utility available in almost all operating systems. It 

shows you the complete route to a destination address. It also shows the time is taken (or delays) 

between intermediate routers. 

 

 

 



 

 

As shown in the below diagram, there are intermediate routers between source and destination.  

 

It sends many packets toward the destination.  

 



 

 

8. netstat 

The netstat command is used to show network status. 

Traditionally, it is used more for problem determination than for performance measurement. 

However, the netstat command can be used to determine the amount of traffic on the network to 

ascertain whether performance problems are due to network congestion. 

The netstat command displays information regarding traffic on the configured network 

interfaces, such as the following: 

● The address of any protocol control blocks associated with the sockets and the state of all 

sockets 

● The number of packets received, transmitted, and dropped in the communications 

subsystem 

● Cumulative statistics per interface 

● Routes and their status 

 

9. systeminfo 

 

Displays detailed configuration information about a computer and its operating system, including 

operating system configuration, security information, product ID, and hardware properties (such 

as RAM, disk space, and network cards). 

Syntax: 

systeminfo [/s <computer> [/u <domain>\<username> [/p <password>]]] [/fo {TABLE | LIST | 

CSV}] [/nh] 



 

 

 
 

Implementation: 

Ping 

 

 

Ipconfig 



 

 

 

 

Hostname 

 

 

Getmac 

 

 

 

Arp –a 



 

 

 

 

Nslookup 

 

 

 

 



 

 

Tracert 

 

Netstat 

 



 

 

 

Systeminfo 

 

 

Result and Discussion: In this experiment, we implemented different commands of 

windows and Linux. After completing the experiment, we are able to use and understand 

basic networking commands of windows and Linux.  

 

Learning Outcomes: The student should have the ability to design & implement product 

cipher using Substitution and Transposition Cipher 

LO1: To describe & understand about windows and Linux commands 

 

LO2: To implement commands of windows and Linux on command prompt. 

 

Course Outcomes: Upon completion of the course students will be able to understand & 

implement windows and Linux commands. 

 



 

 

 

Conclusion: In this experiment, we implemented different commands of windows and 

Linux. After completing the experiment, we are able to use and understand basic 

networking commands of windows and Linux.  
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Experiment no.3: - Diffie Hellman algorithms 

 

Aim Design and implement of a Secret Key for sender and receiver using Diffie Hellman algorithms 

Learning Objective: Student should be able to design and implementation of a Secret Key for sender and receiver using Diffie 

Hellman algorithms. 

Tools: C/C++/Java/Python or any computational software 

Theory: 

Diffie-Hellman algorithm 
The Diffie-Hellman algorithm is being used to establish a shared secret that can be used for secret  communications while 

exchanging data over a public network using the elliptic curve to generate points and get the secret key using the parameters .   

 For the sake of simplicity and practical implementation of the algorithm, we will consider only 4 variables, one prime P and G 

(a primitive root of P) and two private values a and b. 

 P and G are both publicly available numbers. Users (say Alice and Bob) pick private values a and b and they generate a key 

and exchange it publicly. The opposite person receives the key and that generates a secret key, after which they have the same 

secret key to encrypt. 

 

Step by Step Explanation  

 
 

Example:  

 

Step 1: Alice and Bob get public numbers P = 23, G = 9 
Step 2: Alice selected a private key a = 4 and 
        Bob selected a private key b = 3 
Step 3: Alice and Bob compute public values 
Alice:    x = (94 mod 23) = (6561 mod 23) = 6 
        Bob:    y = (93 mod 23) = (729 mod 23) = 16 
Step 4: Alice and Bob exchange public numbers 
Step 5: Alice receives public key y =16 and 
        Bob receives public key x = 6 
Step 6: Alice and Bob compute symmetric keys 
        Alice:  ka = ya mod p = 65536 mod 23 = 9 
        Bob:    kb = xb mod p = 216 mod 23 = 9 
Step 7: 9 is the shared secret. 
Program: -  
 
from random import randint 
if __name__ == '__main__': 
 P = int(input("Enter the Prime Number:- ")) 

  
 G = int(input("Enter the G value :- ")) 
 print('\nThe Value of P is :%d'%(P)) 



 print('The Value of G is :%d'%(G)) 
 a = 4 
 print('\nThe Private Key a for Alice is :%d'%(a)) 
 x = int(pow(G,a,P)) 
 b = 3 
 print('The Private Key b for Bob is :%d'%(b)) 

 y = int(pow(G,b,P)) 
 ka = int(pow(y,a,P)) 
 kb = int(pow(x,b,P)) 
 print('\nSecret key for the Alice is : %d'%(ka)) 
 print('Secret Key for the Bob is : %d'%(kb)) 

 
Output: -  
  

 
Applications: 
Forward Secrecy 
Protocols that attain forward secrecy create new key pairs for each session and cancel them at the end of the session. 
For such protocols, the Diffie-Hellman key exchange is a good choice because of its fast key generation 
Password-Authenticated Key Agreement 
When Joy and Happy share a password, they may use DH's password-authenticated key agreement to avoid man-in-the-
middle attacks. 
 
Result and Discussion: 
The Diffie-Hellman is used to set up a shared secret that can be used for secret communication while exchanging data across a 

public channel  using this elliptic curve to generate points and get the secret key using the parameters. ECC (Elliptic Curve 

Cryptography) is an address to public-key cryptography. It is based on the algebraic structure of elliptical curves over finite 

fields. The DH key exchange method allows the two parties that have zero knowledge of each other to together set up a shared 

secret over an insecure (public) channel. 
 

Learning Outcomes: The student should have the ability to design & implement a Secret Key for sender and receiver using Diffie 

Hellman algorithms. 

 

LO1: To describe & understand about Diffie Hellman algorithms 
LO2: To implement Diffie Hellman algorithms 
Course Outcomes: Upon completion of the course students will be able to understand & implement      Diffie Hellman 
algorithms. 
 

Conclusion: In this experiment, we implemented Diffie Hellman algorithms and understand the step by step 
procedure. The Diffie-Hellman Algorithm is a secure way of cryptographic keys exchange across a public channel 
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Experiment no.4 
 
Aim :Design and implement RSA algorithm 
Learning Objective: Student should be able to understand and implement the RSA algorithm. 
Tools: C/C++/Java/Python or any computational software 
 
Theory: 
RSA encryption algorithm is a type of public-key encryption algorithm. To better understand RSA, lets first understand 
what is public-key encryption algorithm. 
Public key encryption algorithm: 
Public Key encryption algorithm is also called the Asymmetric algorithm. Asymmetric algorithms are those algorithms in 
which sender and receiver use different keys for encryption and decryption. Each sender is assigned a pair of keys: 

Public key 

Private key 
The Public key is used for encryption, and the Private Key is used for decryption. Decryption cannot be done using a 
public key. The two keys are linked, but the private key cannot be derived from the public key. The public key is well 
known, but the private key is secret and it is known only to the user who owns the key. It means that everybody can 
send a message to the user using user's public key. But only the user can decrypt the message using his private key. 
The Public key algorithm operates in the following manner: 

 
The data to be sent is encrypted by sender A using the public key of the intended receiver 
B decrypts the received ciphertext using its private key, which is known only to B. B replies to A encrypting its message 
using A's public key. 
A decrypts the received ciphertext using its private key, which is known only to him. 
RSA encryption algorithm: 
Select two large prime numbers, p and q. 
Multiply these numbers to find n = p x q, where n is called the modulus for encryption and decryption. 
Choose a number e less than n, such that n is relatively prime to (p - 1) x (q -1). It means that e and (p - 1) x (q - 1) have 
no common factor except 1. Choose "e" such that 1<e < φ (n),e is prime to φ (n), 
gcd (e,d(n)) =1 
If n = p x q, then the public key is <e, n>. A plaintext message m is encrypted using public key <e, n>. To find ciphertext 
from the plain text following formula is used to get ciphertext C. \C = me mod n 
Here, m must be less than n. A larger message (>n) is treated as a concatenation of messages, each of which is encrypted 
separately. 



 

To determine the private key, we use the following formula to calculate the d such that: 
De mod {(p - 1) x (q - 1)} = 1 
Or De mod φ (n) = 1 
The private key is <d, n>. A ciphertext message c is decrypted using private key <d, n>. To calculate plain text m from the 
ciphertext c following formula is used to get plain text m.  m = cd mod n 
 
 
 
 
RSA is the most common public-key algorithm, named after its inventors Rivest, Shamir, and Adelman (RSA). 

 
 
Program: 
import math 
 
def gcd(a, h): 
 temp = 0 
 while(1): 
  temp = a % h 
  if (temp == 0): 
   return h 
  a = h 
  h = temp 
p = 11 
q = 13 
n = p*q 
e = 2 
phi = (p-1)*(q-1) 
while (e < phi): 
 if(gcd(e, phi) == 1): 

  break 
 else: 
  e = e+1 
k = 2 
d = (1 + (k*phi))/e 
msg = 12.0 
 
print("Message data = ", msg) 
 
c = pow(msg, e) 
c = math.fmod(c, n) 
print("Encrypted data = ", c) 
 
m = pow(c, d) 
m = math.fmod(m, n) 
print("Original Message Sent = ", m) 
 

Output:  

 



 

 
Learning Outcomes: The student should have the ability to design & implement RSA algorithm using python 
LO1: To understand the RSA algorithm. 
 
LO2: To implement RSA algorithm. 
 
Course Outcomes: Upon completion of the course students will be able to understand & implement the RSA algorithm. 
 
 
Conclusion:  
In this experiment we learned about the RSA algorithm, implemented it using python and even understood how to solve 
problems related to it. 
 
For Faculty Use 
 

Correction 
Parameters 

Formative 
Assessment 
[40%] 

Timely 
completion of 
Practical 

Attendance / 
Learning Attitude 
[20%] 

 

  [ 40%]  

Marks 
Obtained 

   

 



Experiment no.5

Aim: To study and understand hashing algorithm.

Learning Objective: Student should be able to understand about hashing function and its algorithm like MD5,SHA etc.

Tools: C++/Java/Python
Theory:
Hash functions are extremely useful and appear in almost all information security applications.A hash function is a mathematical
function that converts a numerical input value into another compressed numerical value. The input to the hash function is of arbitrary
length but output is always of fixed length.Values returned by a hash function are called message digest or simply hash values.

At the heart of a hashing is a mathematical function that operates on two fixed-size blocks of data to create a hash code. This hash
function forms the part of the hashing algorithm.

The size of each data block varies depending on the algorithm. Typically the block sizes are from 128 bits to 512 bits. The following
illustration demonstrates hash function −

Hashing algorithm involves rounds of above hash function like a block cipher. Each round takes an input of a fixed size, typically a
combination of the most recent message block and the output of the last round.

This process is repeated for as many rounds as are required to hash the entire message. Schematic of hashing algorithm is depicted
in the following illustration −

Since, the hash value of first message block becomes an input to the second hash operation, output of which alters the result of the
third operation, and so on. This effect, known as an avalanche effect of hashing.

MD5 is a cryptographic hash function algorithm that takes the message as input of any length and changes it into a
fixed-length message of 16 bytes. MD5 algorithm stands for the message-digest algorithm. MD5 was developed as an
improvement of MD4, with advanced security purposes. The output of MD5 (Digest size) is always 128 bits. MD5 was
developed in 1991 by Ronald Rivest.

Use Of MD5 Algorithm:

• It is used for file authentication.
• In a web application, it is used for security purposes. e.g. Secure password of users etc.Using this algorithm,

We can store our password in 128 bits format.



MD5 Algorithm

Implementation :

Code :
import math

import hashlib

rotate_by = [7, 12, 17, 22, 7, 12, 17, 22, 7, 12, 17, 22, 7, 12,

17, 22,

5, 9, 14, 20, 5, 9, 14, 20, 5, 9, 14, 20, 5, 9, 14, 20,

4, 11, 16, 23, 4, 11, 16, 23, 4, 11, 16, 23, 4, 11, 16, 23,

6, 10, 15, 21, 6, 10, 15, 21, 6, 10, 15, 21, 6, 10, 15, 21]

constants = [int(abs(math.sin(i+1)) * 4294967296) &

0xFFFFFFFF for i in range(64)]

def pad(msg):

msg_len_in_bits = (8*len(msg)) & 0xffffffffffffffff

msg.append(0x80)

while len(msg)%64 != 56:

msg.append(0)

msg += msg_len_in_bits.to_bytes(8, byteorder='little')

return msg

init_MDBuffer = [0x67452301, 0xefcdab89, 0x98badcfe,

0x10325476]

def leftRotate(x, amount):

x &= 0xFFFFFFFF

return (x << amount | x >> (32-amount)) & 0xFFFFFFFF

def processMessage(msg):

init_temp = init_MDBuffer[:]

for offset in range(0, len(msg), 64):

A, B, C, D = init_temp

block = msg[offset : offset+64]

for i in range(64):

if i < 16:

func = lambda b, c, d: (b & c) | (~b & d)

index_func = lambda i: i

elif i >= 16 and i < 32:

func = lambda b, c, d: (d & b) | (~d & c)

index_func = lambda i: (5*i + 1)%16

elif i >= 32 and i < 48:

func = lambda b, c, d: b ^ c ^ d

index_func = lambda i: (3*i + 5)%16

elif i >= 48 and i < 64:

func = lambda b, c, d: c ^ (b | ~d)

index_func = lambda i: (7*i)%16

F = func(B, C, D)

G = index_func(i)

to_rotate = A + F + constants[i] +

int.from_bytes(block[4*G : 4*G + 4], byteorder='little')

newB = (B + leftRotate(to_rotate, rotate_by[i])) &

0xFFFFFFFF

A, B, C, D = D, newB, B, C

for i, val in enumerate([A, B, C, D]):

init_temp[i] += val

init_temp[i] &= 0xFFFFFFFF

return sum(buffer_content<<(32*i) for i, buffer_content in

enumerate(init_temp))

def MD_to_hex(digest):

raw = digest.to_bytes(16, byteorder='little')

return '{:032x}'.format(int.from_bytes(raw,

byteorder='big'))

def md5(msg):

msg = bytearray(msg, 'ascii')

msg = pad(msg)

processed_msg = processMessage(msg)

message_hash = MD_to_hex(processed_msg)

print("Hash Value: ", message_hash)

def hash_value(msg):

hashvalue = hashlib.md5(msg.encode()).hexdigest()

print("Hash value using hashlib: ", hashvalue)

if __name__ == '__main__':

print ("Enter the message to be hashed: ")

message = input()

md5(message)

hash_value(message)



Output:
Enter the message to be hashed: Thakur College

Hash Value: 4082e278a88b6458bab5c705b0b07b7e
Hash value

using hashlib: 3141df0027caeb3659c237145ed6b404

Result and Discussion : In this experiment we successfully understood the concept of Hashing function algorithm and implemented
the MD5 algorithm using python.

Learning Outcomes: The student will be able to

LO1: Understand the Concept of Hashing Functions

LO2: Understand the Steps for implementing the hashing function algorithm.

Course Outcomes: Upon completion of the course students will be able to study the various network reconnaissance tools & how to

use them to gather primary network information.

Conclusion:We have implemented hashing algorithms and understood the concept of hash value algorithms
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Experiment 6

Aim: Perform various attacks using Burp Suite for security testing of web applications
Tools: Burp Suite
Theory:
Burp Suite: Burp Suite is an integrated platform/graphical tool for performing security testing of
web applications. Its various tools work seamlessly together to support the entire testing process,
from initial mapping and analysis of an application's attack surface, through to finding and
exploiting security vulnerabilities.
Burp or Burp Suite is a set of tools used for penetration testing of web applications. It is
developed by the company named Portswigger, which is also the alias of its founder Dafydd
Stuttard. BurpSuite aims to be an all in one set of tools and its capabilities can be enhanced by
installing add-ons that are called BApps.
Attacks performed using Burp Suite are as follows:

● Brute Force Attack:
A brute force attack is a hacking method that uses trial and error to crack passwords,
login credentials, and encryption keys. It is a simple yet reliable tactic for gaining
unauthorized access to individual accounts and organizations’ systems and networks. The
hacker tries multiple usernames and passwords, often using a computer to test a wide
range of combinations, until they find the correct login information.
The name "brute force" comes from attackers using excessively forceful attempts to gain
access to user accounts. Despite being an old cyberattack method, brute force attacks are
tried and tested and remain a popular tactic with hackers.
Types of Brute Force Attack:

● Simple Brute Force Attack
● Dictionary Attack
● Hybrid Brute Force Attack
● Reverse Brute Force Attacks
● Credential Stuffing

● OTP Attack:
We work with phone numbers. We send one-time PINs (OTP) through SMS, voice, etc. to
phone numbers so users can recite the OTP back to us as proof that they have access
to/own the phone, which is a form of 2-Factor Authentication (2FA).
Each phone verification attempt incurs cost as it involves sending a OTP through short
message (SMS) or voice. Attackers can rack up phone verification bill by requesting
OTPs with no intention of use. We term this as a resource exhaustion attack



Implementation:

Website to perform the attack on

POST Method details after typing credentials listing attributes and variables



Adding $ to the variables that need changing

Adding list of strings as payloads



Starting the Attack

Comparing the results with words for the correct and faulty password



Results after comparing
Conclusion: We learned about the brute force attack and how it can be implemented through the
Burp Suite using its various tools. We executed the attack for an attack and compared the results
for the same. Several concepts related to the attacks were revised while performing the
experiment.
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Experiment 7: DOS Attack 

Aim: Write the implementation of DOS attack 

Theory: 

A denial-of-service (DoS) attack is a type of cyber attack in which a malicious actor aims to 

render a computer or other device unavailable to its intended users by interrupting the 

device's normal functioning. DoS attacks typically function by overwhelming or flooding a 

targeted machine with requests until normal traffic is unable to be processed, resulting in 

denial-of-service to addition users. A DoS attack is characterized by using a single computer 

to launch the attack. 

A distributed denial-of-service (DDoS) attack is a type of DoS attack that comes from many 

distributed sources, such as a botnet DDoS attack. 

The primary focus of a DoS attack is to oversaturate the capacity of a targeted machine, 

resulting in denial-of-service to additional requests. The multiple attack vectors of DoS 

attacks can be grouped by their similarities. 

An attack type in which a memory buffer overflow can cause a machine to consume all 

available hard disk space, memory, or CPU time. This form of exploit often results in 

sluggish behavior, system crashes, or other deleterious server behaviors, resulting in denial-

of-service. 

A few common historic DoS attacks include: 

• Smurf attack - a previously exploited DoS attack in which a malicious actor 

utilizes the broadcast address of vulnerable network by sending spoofed packets, 

resulting in the flooding of a targeted IP address. 

• Ping flood - this simple denial-of-service attack is based on overwhelming a target 

with ICMP (ping) packets. By inundating a target with more pings than it is able 

to respond to efficiently, denial-of-service can occur. This attack can also be used 

as a DDoS attack. 

• Ping of Death - often conflated with a ping flood attack, a ping of death attack 

involves sending a malformed packet to a targeted machine, resulting in 

deleterious behavior such as system crashes. 

https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/
https://www.cloudflare.com/learning/ddos/what-is-a-ddos-botnet/
https://www.cloudflare.com/learning/security/threats/buffer-overflow/
https://www.cloudflare.com/learning/ddos/smurf-ddos-attack/
https://www.cloudflare.com/learning/ddos/glossary/ip-spoofing/
https://www.cloudflare.com/learning/dns/glossary/what-is-my-ip-address/
https://www.cloudflare.com/learning/ddos/ping-icmp-flood-ddos-attack/
https://www.cloudflare.com/learning/ddos/glossary/internet-control-message-protocol-icmp/
https://www.cloudflare.com/learning/ddos/ping-of-death-ddos-attack/


 

How can you tell if a computer is experiencing a DoS attack? 

While it can be difficult to separate an attack from other network connectivity errors or heavy 

bandwidth consumption, some characteristics may indicate an attack is underway. 

Indicators of a DoS attack include: 

• Atypically slow network performance such as long load times for files or websites 

• The inability to load a particular website such as your web property 

• A sudden loss of connectivity across devices on the same network 

The distinguishing difference between DDoS and DoS is the number of connections utilized 

in the attack. Some DoS attacks, such as “low and slow” attacks like Slowloris, derive their 

power in the simplicity and minimal requirements needed to them be effective. 

DoS utilizes a single connection, while a DDoS attack utilizes many sources of attack traffic, 

often in the form of a botnet. Generally speaking, many of the attacks are fundamentally 

similar and can be attempted using one more many sources of malicious traffic. Learn how 

Cloudflare's DDoS protection stops denial-of-service attacks. 

 

 

Implementation: 

Step 1 

 

Step 2 

https://www.cloudflare.com/learning/ddos/ddos-low-and-slow-attack/
https://www.cloudflare.com/learning/ddos/ddos-attack-tools/slowloris/
https://www.cloudflare.com/learning/ddos/what-is-a-ddos-botnet/
https://www.cloudflare.com/ddos/


 

 

Step 3 

 

Step 4 

 

 

 

 

 



 
 

Step 5 

 

Conclusion: 

 

 

 

 

 

 

For Faculty Use: 

 

 

 
 

 
 

 

Correction 

Parameters 

Formative 

Assessment 

[40%] 

Timely completion 

of Practical [ 40%] 

Attendance/ 

Learning 

Attitude [20%] 

 

Marks 

Obtained 

   



  

 

 

CSS  

Experiment 8 

Aim: Study of packet sniffer tools  wireshark, : 

1. Download and install wireshark and capture icmp, tcp, and http packets in promiscuous 

mode. 

2. Explore how the packets can be traced based on different filters 

Objectives: 

• Understand the need for traffic analysis. 

• Understand the how packet sniffing is done using wireshark. 

• Trace and understand various packets from dynamic traffic. 

 

Theory: 

Wireshark, a network analysis tool formerly known as Ethereal, captures packets in real time and 

display them in human-readable format. Wireshark includes filters, color-coding and other features 

that let you dig deep into network traffic and inspect individual packets. 

Wireshark is the most often-used packet sniffer in the world. Like any other packet sniffer, Wireshark does 

three things: 

1. Packet Capture: Wireshark listens to a network connection in real time and then grabs entire 

streams of traffic – quite possibly tens of thousands of packets at a time. 

2. Filtering: Wireshark is capable of slicing and dicing all of this random live data using filters. By 

applying a filter, you can obtain just the information you need to see. 

3. Visualization: Wireshark, like any good packet sniffer, allows you to dive right into the very 

middle of a network packet. It also allows you to visualize entire conversations and network 

streams. 

 

Features of Wireshark : 

 

• Available for UNIX and Windows. 

• Capture live packet data from a network interface. 

• Open files containing packet data captured with tcpdump/WinDump, Wireshark, and a 

• number of other packet capture programs. 

• Import packets from text files containing hex dumps of packet data. 

• Display packets with very detailed protocol information. 



  

 

 

• Export some or all packets in a number of capture file formats. 

• Filter packets on many criteria. 

• Search for packets on many criteria. 

• Colorize packet display based on filters. 

• Create various statistics. 

Capturing Packets 

After downloading and installing wireshark, you can launch it and click the name of an interface  

under Interface List to start capturing packets on that interface. For example, if you want to capture 

traffic on the wireless network, click your wireless interface. You can configure advanced features 

by clicking Capture Options. 

 

 

Conclusion: We learned about the Injection Attacks and their types and how they can be used by 

personnel with bad intentions to exploit an organization and get access to important information. 

We also understood how cross-site scripting (XSS) works and how it has an impact on security. 
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